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Abstract

Autonomous vehicles, including self-driving cars and drones, heav-
ily rely on machine learning models for perception and control.
This reliance introduces a significant attack surface through adver-
sarial patches—visual patterns that mislead learning models. While
prior work has demonstrated that such patches can induce misclas-
sifications or tracking failures, they fall short of enabling sustained
control over autonomous systems in rapidly changing conditions.
In this paper, we introduce continuous adversarial patches, a
proof-of-concept attack that demonstrates the potential for sus-
tained control over autonomous vehicles that rely on single object
tracking. When displayed on a video screen, these dynamic patches
guide tracking drones along adversary-defined trajectories. We
implement a diffusion model to produce continuous adversarial
patches in real time, targeting PULP-Frontnet and YOLOVS5, two
object detection models used in drone research. In simulation, our
method demonstrates successful trajectory manipulation under con-
trolled conditions, including slingshot and freestyle maneuvers. We
release our simulation environment and code to facilitate further
investigation of this attack class and the development of robust
countermeasures. Our code is available for further research under
github.com/mlsec-group/continuous-patches.
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Figure 1: A person-following drone is accelerated along
an adversary-defined trajectory via continuous adversarial
patches presented on a video display.

1 Introduction

Autonomous vehicles, from self-driving cars to aerial drones, heav-
ily rely on machine learning for perception and control [19, 34, 38].
Yet, these same models introduce a critical vulnerability in the form
of adversarial patches. These visual patterns can trick systems into
misclassifying objects or losing track of targets [2, 13, 33, 43, 46, 53].
However, all existing attacks have been limited to instantaneous
errors. That is, the adversary predefines a single target action and
crafts a static visual pattern accordingly. The adversarial pattern
cannot be changed in real time to adapt to environmental changes.
As the vehicle changes position and orientation, the visible patch re-
gion shifts, the viewing angle changes, and a static pattern quickly
loses efficacy. Controlling a vehicle’s trajectory thus requires con-
tinuously generating new patches, each adapted to the vehicle’s
current state.

This requirement poses three distinct technical challenges. First,
the attacker does not have access to the victim’s camera image
and therefore cannot optimize patches against the actual scene the
vehicle perceives. Second, standard gradient-based optimization
methods, such as projected gradient descent (PGD), are computa-
tionally prohibitive for real-time use: generating a single effective
patch requires seconds to minutes [2, 13, 31], whereas a moving
drone operating at a 10 Hz control loop demands patch updates at
comparable frequency. Third, the patch must remain effective across
a wide range of vehicle poses, display positions, and target actions,
not just for a single fixed configuration. Precomputing patches for
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all possible states is intractable, as the joint space of vehicle poses 2.1 Object Detection and Tracking

and display constraints is continuous and high-dimensional.

We bridge this gap by introducing continuous adversarial patches,

a proof-of-concept attack class that explores whether video dis-
plays can serve as real-time steering mechanisms. Unlike static
patches, our method employs a generative model conditioned on
the vehicle's state to produce adaptive, time-varying patterns. When

displayed on a screen, these dynamic patches can guide tracking

drones along adversary-de ned trajectories in a simulated environ-
ment, as shown in Fig. 1.

We evaluate our approach using a custom simulation environ-
ment and a generative model to compute adversarial patches. In
this controlled setting, our attack demonstrates the ability to de-
ceive PULP-Frontnet and YOLOVS5, two object detection models
studied in drone research, inducing maneuvers such as slingshot
ights where a drone is aggressively accelerated along attacker
de ned directions. This proof-of-concept shows that control over a
part of the eld of view can be transformed into an active attack
vector, with the potential to in uence a tracked vehicle's trajectory
through a nearby display.

Our ndings suggest that continuous adversarial patches rep-
resent a previously underexplored attack class warranting further
investigation, particularly in public spaces with large displays (e.g.,
festivals, sports events).

In summary, we make the following contributions.

Continuous Patches: We introduce a proof-of-concept attack
that generates adaptive patches in real time using a di usion
model, demonstrating sustained in uence over autonomous
vehicles relying on object tracking for navigation.

Simulation Environment: We design a custom simulation

environment consisting of a drone's object detector and con-

trol dynamics, released as open-source software. It evaluates
patches under controlled conditions and can serve as an
adversarial benchmark for future work.

Generative Training: We introduce a training objective for dif-
fusion models that integrates the victim's detection pipeline,
incorporating the distribution of real-time transformations
and environmental states rather than optimizing on static
images only.

Proof-of-Concept Evaluation: We demonstrate the e ective-
ness of our approach under varying conditions in simulation,
including the ability to induce slingshot maneuvers and com-
plex trajectories against targeted detection models.

2 Attacks on Autonomous Vehicles

Autonomous vehicles, such as aerial drones, self-driving cars, and
ground robots, operate without direct human input. They can navi-
gate complex environments and pursue speci ¢ objectives on their
own. For example, consumer aerial drones can autonomously track
and Im a moving person, enabling the creation of personal video
content. Similar capabilities are also used in self-driving cars for
lane monitoring and in ground robots for navigating around obsta-
cles [30, 39].

Central to autonomous vehicles is their ability to perceive and un-
derstand their surroundings. To this end, a system must be able
to detect and track nearby objects. This task, referred to as object
detection and tracking, involves estimating the position and orienta-
tion of an object its pose relative to the vehicle and continuously
updating this estimate as both the vehicle and the object move.

For object detection, most autonomous vehicles rely on onboard
cameras. The captured images are processed by machine learning
models that identify relevant objects and estimate their pose within
a prede ned coordinate system. In practice, objects are rst repre-
sented by bounding boxes in the camera images, annotated with
a likelihood of which object class the box belongs to. Finally, the
boxes are Itered and mapped to physical poses in the vehicle's
frame of reference. Object tracking extends this process across
successive video frames by using re-identi cation algorithms that
compare visual features extracted from bounding boxes and assign
consistent identi ers as objects move through the scene.

Two architectural paradigms exist in practice. End-to-end sys-
tems like PULP-Frontnet3q directly predict poses from camera
images, avoiding intermediate representations. Alternatively, sys-
tems may decompose the task: an object detector rstlocalizes can-
didates via bounding boxes and an object tracker re-identi es the
same object from previous frames based on learned feat@.e24.
Initialization of object trackers typically requires an initial detector
output, with YOLO variants commonly used in this staged. For
environments with limited scene complexity (e.g., single-person
tracking in controlled backgrounds), detector-only pipelines can
su ce since Itering disambiguates the tracked object. This design
choice trades multi-target robustness for computational e ciency,
which is advantageous on resource-constrained platforms.

2.2 Adversarial Patches

For many years, machine learning has de ned the state of the art for
object detection and tracking, with deep learning models excelling
in performance and e ciency. Unfortunately, these models also
introduce a severe vulnerability for autonomous vehicles, particu-
larly in the form of adversarial patches. Such patches are carefully
crafted visual patterns that, when placed within the eld of view of

a vehicle's camera, mislead the learning model and cause erroneous
predictions. This misdirection then propagates through the percep-
tion and control pipeline of the vehicle and directly in uences its
behavior.

A substantial body of prior work has demonstrated attacks
against self-driving cars3, 5, 45 46 54 and drones L3 33 44,53
using adversarial patches. These attacks, for example, trick models
into misclassifying tra ¢ signs, ignoring pedestrians, or causing
objects to simply vanish during trackingd 45 54. DeGhost B3
and FlyTrap b3 both establish the feasibility of visually deceiving
drones, but neither achieves the ne-grained, trajectory-level con-
trol enabled by state-conditioned continuous patches (see Section 8
for a detailed comparison). However, most previous attacks miss
a key aspect of autonomous vehicles: they are not static. While
autonomous vehicles naturally move and navigate, existing attacks
are limited to a xed instantaneous action and are therefore unable
to dynamically in uence the behavior of the victim.
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